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DEFINITION OF OPERATIONAL TERMS 

Computer Forensics:  Computer forensics is a branch of digital forensic science pertaining to 

evidence found in computers, Internet, Network, Databases and other digital storage media 

(Digital evidence and computer crime).  

Digital Forensics:  Digital forensics is a specific, predefined and accepted process applied to 

digitally stored data or digital media that use scientific proven and derived methods, based on a 

solid legal foundation, to produce after-the-fact digital evidence. 

Framework: The term framework is used extensively in this study. In the literature, a number of 

other terms are often used, for instance architecture. Framework is defined as a structure for 

supporting, specifically a skeletal support used as the basis for something being constructed or a 

structure supporting something. 

Investigation: The online dictionary gives the following definition for an investigation: The act 

or process of investigating. A second definition is a detailed inquiry or systematic examination 

An investigation is primarily defined as a careful search or examination in order to discover 

facts. In a digital forensic investigation, the facts that are discovered form part of the evidence 

presented in court. 

Preservation: This is taking control of the evidence to avoid any alterations that can cause 

change to the evidence  

Process model: are processes of the same nature that are classified together into a model. Thus, 

a process model is a description of a process at the type level. One possible use of a process 

model is to prescribe how things must/should/could be done in contrast to the process itself 

which is really what happens 

Process: a process is the instance of a computer program that is being executed by one or many 

threads. It contains the program code and its activity. Depending on the operating system (OS), a 

process may be made up of multiple threads of execution that execute instructions concurrently. 

However, process has a number of meanings which are all considered important, but for 

purposes of this research, most of the meanings have been considered and regardless of the 

underlying operations performed, the process must enable effective data extraction to aid in 

further investigation. 
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ABSTRACT 

The study sought to assess process models and their role in enhancing the accuracy of digital 

forensic investigation in NIRA-Uganda. The specific objectives were; to examine the process of 

digital investigation at NIRA-Uganda, acquiring evidence, establish how authentication of 

evidence has enhanced the accuracy of digital forensic investigations conducted and to determine 

the strength and weaknesses of exiting models assess evidence analysis process and how it has 

enhanced the accuracy of digital forensic investigations conducted by NIRA-Uganda. To 

determine the requirements for developing a process model and to develop and validate a process 

model for the said purpose. The study used a descriptive research design. The descriptive 

research design was used to obtain information concerning the status of the process model and 

also describe what exists with respect to the situations on the ground concerning how it enhances 

digital forensic investigation. A total of 125 respondents participated in the study out of the 

earmarked 150, which gave the rate of 83.3%.  

The study found out that digital forensic investigations are carried out in a systematic way by 

following procedures set forth. This is through observance of all protocols, deployment of the 

right tools, allowing the experts to carry out their investigations and corroborate the evidence by 

logically putting together the pieces seized from computers and storage devices like CD-ROMS, 

Flash Disks among others while at the same time studying the psychological state of the person 

under investigation. In addition, the current system was found to be having strength which 

happen to be aiding digital forensic investigations and also weaknesses which have significantly 

affected the accuracy of digital forensic investigations. The study found out that the requirements 

for developing a model need utmost attention in order to make an informed decision on the best 

software and the possibility of having one which can be a game changer. Finally, The model for 

determining the adoptability of digital forensics in organization is a web based application 

designed using the latest web technologies. The system was evaluated and validated which 

confirmed that it can perform the intended functions. The multiple correlation analysis indicated 

that the relationship between the process model used and the accuracy of digital forensic 

investigations is at (r) = .368**, p<.01). Multiple regression analysis indicated that up to r2 = 

0.249 (24.9%), was accounted for by the independent variables included in the study. This 

prediction is significant as envisaged in the way evidence is acquired, authenticated and analyzed 

have all combined to determine the accuracy of digital forensic investigations. As per the results, 

carrying out digital forensic investigation process enhances the accuracy of digital forensic 

investigations.  

In conclusion, digital forensic investigation is a systematic process which NIRA happens to be 

following and drawing on the strengths and weaknesses highlighted in the study, a lot needs to 

be improved for NIRA to accurately carry out digital forensic investigations  The study 

recommends that government needs to get involved in the fight against cyber-crime, increase 

NIRA’s funding and other agencies to step up investigations, build the capacity of staff in NIRA 

and police forensic department, government needs to set up a digital forensic laboratory to help 

in electronic evidence analysis. Finally, the researcher recommended that SOPs from Scientific 

Working Group on Digital Evidence (SWGDE) are accepted as guidelines in electronic evidence 

management for admissibility purposes since they cover both the crime scene and the Forensic 

laboratory as well. 
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CHAPTER ONE: INTRODUCTION 

1.0 Introduction 

The field of digital forensics has become common place due to the increasing prevalence of 

technology since the late 20th century, and the inevitable relevance of this technology in the 

conducting of criminal activity (Kendra, 2019). In traditional forensics, the evidence is generally 

something tangible that could identify the criminal, such as hair, blood or fingerprints. In 

contrast, digital forensics deals with files and data in digital form extracted from digital devices 

like computer, phones among other digital devices, meaning is derived from the fact that a 

computer or computerized device is the subject or object of crime. Digital forensics is a widely-

used term, referring to the identification, acquisition and analysis of digital evidence originating 

from much more than just computers, such as smartphones, tablets, Internet of Things Devices, 

or data stored in the cloud, then preservation and presentation of the same in the courts of law as 

evidence. 

With increased use of technology in organizations and rapid changes in technology, cyber 

forensic process is also advancing into new ways. In this context, NIRA, Uganda also needs to 

align their technological infrastructure to meet the challenges in conducting successful process of 

forensic investigations to attain maximum and desired benefits of it. NIRA is an authority in 

Uganda that houses the national bio-metric database, maintaining various updated registers of 

Uganda in its safe custody, these registers include, the national identification register, birth 

register, death register and adoption orders register, this is sensitive information that may attract 

cyber criminals from the external locations of the organization or internal by insiders who may 

want to advance their illegitimate intentions.    

The primary objective of this study is to develop a process model to enhance the accuracy of 

digital investigation, a case of NIRA Uganda which houses the national database of bio-metrics 

that can act as unique identifiers in any given investigation process. Therefore, this chapter 

presents, the background of the study, statement of the problem, research objectives, research 

questions, justification of the study, significance of the study, scope of the study, the conceptual 

framework and definition of key terms.  

1.1 Background of the study 

New developments in the digital world challenge law enforcement, legal and judicial 

professionals to maintain current proficiencies concerning legal issues and technical aspects in 

the rapidly changing environment (Taveras, 2018)). The boundaries of forensic science are 
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