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ABSTRACT

Anti-forensics aims at getting rid of all tracés of digital evidences, nullify the data or increase the
complexity of the investigation. In data hiding anti-forensics techniques of encryption and
steganography, the evidence is completely out of view and thetefore an investigator will not be
able to use it in'the investigation process. The evidence is not eliminated from the device, it’s not
even destroyed, however; it is just made less visible to the investigator. Algorithms that combine
the two techniques of encryption and steganogtaphy have also become popular, making it even
more difficult for digital investigations. This Research has developed an easy to use framework
for detecting and. extracting files (potential '.ev.id_ence) hidden by both anti-forensics technigues of
symmetric encryption and steganography, an extension of Android Mobile Forensic Analyzer for
Stego Data [7).
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CHAPTER ONE
1.1 INTRODUCTION/BACKGROUND

A new wave of crime has become prevalent; Crime committed within digital domains. Criminals
are using technology to facilitate their offenses and avoid being reprimanded créating new
challenges for law enforcement agents [1]. Computer forensics is a discipline that uses “Computer
forensic tools for collecting, analyzing, and presenting digital evidence to the courts of law” [2].
However, as computer forensic community develop and effectively put into use Forensics tools to
carb computer crime, computer criminals aré developing anti-forensics techniques to frustrate

acquisition, retrieval, preservation and analysis of digital evidence [8].

Anti-forensics (AF) is a collection of tools ‘and techniques that frustrate forensic- tools;
investigations and investigators [2]. Four primary goals for anti-forensics: Avoid being uncovered,
disrupt the collection of evidence, increasing the time that an examiner needs to spend on & case;
and cast doubt on a forensic report. [2]. Anti-forensics Techniques are majorly categorized into
four types which include;- Destroying evidence, Hiding evidence, Eliminating evidence and
Fabricating evidencé [8].This research focuses on, Anti-forensics data hiding techniques of

encryption-and steganography on Aﬂdr_oidlD_evi'ces._

There has been an explosive growth i And_roid system (especially for phones) usage for the past
yeats which trend is expected fo. continue over the coming years [3] [4]. For instance Android
phones with increasing storage capacity and functionality have out ninbeted the uise of other
computing devices and are becoming the primary choice for personal communication among the
world’s population, unfortunately, with the growth and popularity of Android photie usage, there

has been a similar increase in the use of such devices for conducting digital crimes [3] [4].

Hiding information ensures that it is completely out of view and Iess likely to be incorporated into
the forensic process. The. information is not removed from the device, it’s not destréyed or
manipulated however; it is just made less visible to the investigator. To hide evidence, Files can
be placed in unusual places. to exploit limitations of the. digital forensics software, or can be
renamed to take advantage of the inherent blind spots of the investigator, techniques like
Encryption and Steganography are comrnonly used to hide potential incrirhinating evidence [5].

When the two ate combined they make a forensic investigation difficult if not impossible.
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