BUSITEMA UNIVERSITY

DESIGN OF AN EMAIL AUTO DELETE ALGORITHM THAT
ALLOWS A SENDER TO DELETE SENT MAIL FROM THE
RECEIVERS INBOX FOR ANDROID OPERATING SYSTEM

BY

KISEMBO MOSES ISAAC

BU/GS16/MCEF/6

2016/2019

A DISSERTATION SUBMITTED TO THE DIRECTORATE OF GRADUATE
TRAINING FOR THE AWARD OF MASTER OF COMPUTER FORENSICS OF
BUSITEMA UNIVERSITY



DECLARATION

I have composed this report solemnly and has not been submitted in whole or as part in any
previous application for the award of a master’s degree except where stated or otherwise by

reference or acknowledgement.

The work presented is entirely my own.

SIGNED

Kisembo Moses Isaac
BU/GS16/MCF/6
Masters of computer forensics candidate

Busitema University




APPROVAL

This research report has been submitted for examination with approval from the following
SUpPErvisors:

SUPERVISOR

Dr. Ildephonse Nibikora
Busitema University
Faculty of Engineering

Department of computer engineering

WMZJD ............ DATE(//“Z/M‘?

SUPERVISOR

Mr. Badru Lusiba
Faculty of Engineering
Department of computer engineering

Busitema University




ACKNOWLEDGEMENT

T would like to thank RUFURUM for the financial support extended towards this research work;
your support greatly contributed to the success of this work. To my supervisors, lldephonse
Nibikora, Mr. Badiu Lusiba and Ms. Godliver Owormugisha. Thank you! Your academic, moral

and professional parenting took me to this last stage, God bless you.

Thank you to my Family, my Parents, my Wife and Daughter, May God bless you for loving me,
supporting me and carrying the family responsibility whenever I am academically engaged. Thank
you. This work is dedicated to my fallen hero and son Job Kitaka (RIP) who motivated me to work
towards this success and my jovial daughter Elizabeth. I love you both deatly, Finally, I wish to

thank almighty God forhis unconditional love and care. T remain your child forever




TABLE OF CONTENT

DECLARATION ....ivuiseeseesevessessassmmssaroessssmessssscssos sscsesssssssessatomienesseeesessossostossesecsssesesmmsssssassnsmsransereses |
ACKNOWLEDGEMENT ....vvvevieireressamssiensassriessessssesdinssssassnisrmssessstsnstiesonrassesmssesssssidssacsssssssssvesssonsons oo i
TABLE OF CONTENT 11 vviviveisseinsssseeceereasssonssstsossressossssessessonssteets iessssssssssinssessosssssisonsssssesteionsonssssasd V.
LIST OF TABLES ..evueeerecnsiraisncrneeressonseninienss ST S NRRON O e B
LIST OF FIGURES ..:.iuuvvioveevmssansesseessiesgessssssssessessaressssssssstassssssssssssessassisnissanmssosefonmsiistonssseseesnnssns Vill
LIST OF ACRONYMS oeriirvonsveessninecesssinsmssssessessssssessssssessassosgessssstessissmesnsssessmssssnasesesseomsesnsssssssinssssnX
ABSTRACT .. ceetirarerercsesnaisesareiressns s eeessassnssasssssssesssasisnsnnesmsessencssnessnsssnsssinemmssissessaaissnessseionsasisessensnsos i
CHAPTER ONE: INTRODUCTION co.ovv.vvvveecsmmessrsssessssssasnsensissossssssomsasnspatsesssssssstessasssssonssiensssssonses
1.1, BACKBraUNG .ot ircncincsinecreneesiaese s e se e sse s enen e sa s e s s benesmnenespesssanraessnsaiavenarees L.
1.2, RESEAICH PrOBIEM covcvuieeecieciascnvensrecs crssesanetreaa e renssaesesnesssiane snssisagassonesiogies s bnanesssnnssess 3
1.3. General Objective/Aim/Purpose .......... e rbesererenerese v tteens et R i 4
1.4, SPECITIC ODJECHIVES i irriisiisicrecsies s sk sr b ssa st acas st cns bbb s s s
1.5. Research QUESHIONS ....iiivesivimmirivnsiseesessnesseessens

1.6. Significance of the RESEAICH ...t iirrsessme s ese st ss st s sassens
1.7. ReSEArch SCOPE ... i e s ses v e o s

1.8. lustification/Rational ............ccoovnvvnnene

1.9, Conceptual FramewWork. oo cnessise i e e ves esdoens s
CHAPTER TWO: LITERATURE REVIEW ..i.ciivineann,

2.1, Summ‘ary_of'_th_e Chapter..coeoiiinn,

N AN V2 S SR -\

2.2. Email Communication and SECUITLY v rricriineuirensionicienee i s iesininonnes
2.3. Client-Server Communication........ccoeevervreee e are s e Lo o bt st nr s crvaerrr . 9
2.4. Communication Protocols.and EMail PEOtOCOIS ..urrrovreornenrimnssivnrivneisensssssssinsesssssssionne 10
2.5. Confidentiality and PriVECY ..oiviiimi e reisisscsneceneseesessnsims s seersras e onarinsencs 12
2:6. The Existing Confidentiality Technologies............. et crern s ee et e tre b T 13
2.6.1.Pretty GOOod PHVACY (PGP) ccvvivvvvusmseeisssresseeersissiesmsssssessissessmonssssssessessssessmsesssssssssomesnsosnss 13
2.6.2.End To End Encryption {E2EE).u . oierrneereinnnens e et P 1.
2.6.3.WHAtSapP DRIELE FOP All cviviurcormiresiveressmecsaesmeriaesisasessesossessneessversonseersonassessssssesssessismssrns 16




2.6.4.Biometric and mobile App Lotker FEAtUIES vt s srssessssnssenses 17
2.7. Limitations of the Existing Confidentiality Techniques Adoption in Email Communication 18
2.7.1.Weak Cloud Data Protection Laws iNtha USA.......ccveurmemiteneonmnionimessiesimmmnrosniioons b8
2.7.2.Mixing Private and Business COMMUNICALION 1v.ewromvcmrmeemiermanemenmesim e 18
2.7.3.Lack of Erterprise AAMINISEFation ..o srsecrmerriviermimesconemmnmnecisnnsisessensereassresssrssee 18
CHAPTER THREE: METHODOLOGY ..vuvrvesivseivnnemresrmcmnesissesmssnesssieismsncssmsessesisnessossssirmsnsns i csmoesrie 20
B.L, INErQAUCTION 1oviiee e iverecerreravierensferosbesessinrasinnrisenasvanesasntosesasennsorsesnssreatonsansaraerssssnreassissranerirees 20
3,2. Research Method And StrategY.......c.vevcrmmoimisrinnsiiemnesmesi s isinreesssoenrs 20
3.2.1.Environment: 21 w

3.2.2.De5igN STIENEE RESEAICR i1 ivirvvvernereernrsiosienssr e esrssrasnssresesensessssssssessnnrsesssinsesssansessssssrassi 24
3.2.3.Knowledge Base: . i i e s e 22
3:3. The Research Design -for this STUHY ..coviorreeimcivenirninie s sesssssasiesessnnsnics s 22
3.3.1.Assess Weaknesses of Current TEChNIGUES ... iervreercrnst s scsrmmss s gramnriesserss 23
3.9 DeSIgN AIZOTTHML v srrsse i rsecssiensiescsrenensnesenssisas e nassossmassanesassmsssnstsissensreie 2.7
3.9.1 The Greedy Algorithim APPIrOach i i ssmrressceeiesississessavsnserse s sssnde irvsesse et 28
3.9.2 Evaluation of the AIBorithm....cici i i s aaes 29
3.10 Ethical Consideration ... minmommomion i ssseaisssssinesessionsasnssess 30
CHAPTER FOUR: GENERAL DISCUSSION ......ccoverremnieresrensssesssnssssssrssmssesiasessmsssessentarsonissnsenssensns 34
4.1 INTTOQUCTION (vt er e st e e e e ivnara s en ne s s s ran s eeraer R TUOTVORITPRON e 31
4.2, The Field Study....coovvvvireecrnicnnnnns et e ORI PO TROTNIR: X |
8.3, RENBBITITY ANAIVSIS...irvrioerrereiverssensreiesesensessenssossisscrsessesinsssstsesionsmsossiesarissserssssensasassiansasssens 31
4.4, Algorithm DeSIEN..... v vriiiniivn i s st s e e esas s 37
4.4.1 Auto-Delete Message AIBOMTNM ..o cercteesisiineinsfersessaseresssssssseassrasmssssnssnssnssercries 38
4.5. Evaluation of the Developed Algorithm. ....... O SOV everra e i 840
4.5.1 Description of the Software Application. ........cuecrecrenns e ot eereese sty anes [ 42
CHAPTER FIVE: IMPLEMENTATION AND EVALUATION OF THE DEVELOPED ALGORITHM .......... 44
5.0 INErodUCHION .o s s 4
5.2. The Software Application Used For the EVAIULION ... e csnnrnienas core B
5.2.1 Presentation of the Software Application and HOW It WOTKS .........cvverssmecsrveriressinenensesen 44
5.2,2 Demonstration of How the Mobile Application Runs the Algorithm in Sereenshots.......... 51




5.3. As_s_essment._oftheAigorithm_Usin_g-Researchﬁo,uestionnai're ...... et e e ey w5l

5.4. SWOT in Information SECUrE ... eceiveeernimrsse
5.5, Strength of the Developed AIZOrRM . vvivieneerse e sesnernsrieriend
5.6. Weaknesses of the Developed AlOrithm. ....ooevecerersecrenonn,

CHAPTER SIX: DISCUSSION, RECOMMENDATION AND COLUSION .......covnveminsinvnsirians

6.1. Reflection onthe Study......ccccccnvmnrnneinees

6.2. Conclusion......c..couvin

6.3. Recommendations for FULUIE WOTK ....iv. e crerssrimssionssrneturssessessesesearosss

REfEIBNCES .. iviiieisirn s reaec s e ransnssnens
APPENDICES ..oveeeverrernernans
Appendix 1: Statistical QULPULS i.ieiiivencnnesirn s e,

Appendix 2; Instruments/Tools ..o

Appendix 3: Questionnaire...........coeverni. B S DA PP

ceererens 54
.57

e 58

v 59
e 59
vorr 60

v 60

. 61

e 64
.. 64
68
............ ....68




LIST OF TABLES

Table 1: Summary of gaps identified in existing confidentiality techniques..........cccooevecnccnne. 17
Table 7: sample POPUIAHION. ...t o it iee e rse s rs i pe e sa s s esens e eness 20
Table 8: Sample YoM the POPUIRHON. ...vvv.uv..ssivvsssesreseesseeesssssssismnssisssessessssivsinesronssiessersmmsenoss 26
Table 2: Reliability Statistics(Summary of Reliability of Scales (alpha) Méasure'_s) Feerp st 32
Table 3; Questionnaite ONE-qQUESHON COBINE 1uuvruerrirnrerisniiecmreimsrisnseiverseesionseesessenmsssrsreossaisss 54
Table 4: Questionnaite TWO qUESHON COTNE ....ovvrerrvrrmrrerenrsinsrinssercsessiirssresseisesissonsiverionns 80
Table 3: identification of client security techniques......ccocvvivvnni s 34

Table 6: analysis of the developed al gorithm against existing techniques based on android platform
.56




LIST OF FIGURES
Figure 1-1: Conceptual FIAMEWOIK ... ...vicecrivrssecsinecommsreceossasessesssrisesssisressrasssnestsorssrisssssssossrsseass O
Figure 2-1: Examples of Message FIOW .....cooveiennmiem i s benin s ivivesivnssies 8
Figure 2-2: TCP Protocol Suit Adopted from [13].mmrisrssivsrsmsirssnssnsismssiossseissnsossssssrsssssrenres 10

Figure 3-1: A Diagrammatic Representation of the Theoretical Framework Used In This Research.

e 21
Figure 3-2: A Class Diagram Describing the Auto Delete AlZorithm........ceuwivenriemiinriesneres 29
Figure 4-1: Respondent selection from both ICT and nen-ICT dependents (=3 | POV X |

Figure 4-2: Response on the Existence of Mails That Deserve To Be Deleted (A4) (Source:
Primary DAtB). ... covriirieirecieaiinnsirstrrssrsesesinnstgagesgesserassaeesersssanssessssnssssessavagarenssssansserassrsstersseassserses 34

Figute 4-3: Existence of mails that the auto wipe algorithm should have deleted (AS). Source:
PHITAEY DA cvcvvvecivecsies s sssse o tesssiesses e bonevisstebsbonssessnnsssadassonsssniosssenstesssssmssonsesinseinesos 39

Figure 4-4: Existence of Sensitive Email Content on User Inbox that are Only Safer When Deleted
(AB). Source: PrmAry IVALA ....vcoveeeiverveeiieresseeessvesreens v ressssasespsasesssrssesasesesnsessssssnsessnsssnrassssssneras 39

Figure 4-5: People who delete mails as a form of ensuring confidentiality (A7). Source: Primary’

DL c..vicvre e srsrmresseres s eser s et sessses s e resss v er s va eas s ee s et sens sessanbvassarnatraerersaetenasssrsraetatossess 30
Figure 4-6: People who ask their email receivers to delete (AS). Source: Primary Data........... 36

Figure 4-7: Technical response on the state of security on the email clients B4, B5, B9. Source:.
PHMAIY DatA. et beie e snnes e e snisessnasnessovesnnesssnoronsssanei 37
Figure 5-1: A flow chart giving a description of the algorithM...ovcvivenencerivencnnn 41
Figure 5-2: A flow chart giving a description of how the software application works ........c.... 43
Figure 5-3: A use case describing the functionality of the algorithm, . ..o..co.vevecrneseonrmereerriens. 43

Figure 6-1: The Systems 1Con inl the SCIEEI....ur uriierorrsivverieivarissiseiessonminssisnstsmsssierasssivessrrarssssers 45

Figure 6+0: The MAIN METIL .yt iveirievereeveverierrvassscoressersensesnsisersssssssesssassaessessonsmsenresnssasssesssesssnere 49




Figure 6-2;

Figure 6-3

Figure 6-4;
Figure 6-5*
Figure 6-6:
Figure 6-7:

Figure 6-8:

Figure 4-8

Figure 4-9:

The attachment UPLOA .., .cuvrerirsevriiersieseieersirasessecssressossesnereseieassesesonssssssssessssnsssenses
1 Recipient SeleCton ...ovririnrieieeererseinserasaesesseesssreressaseessrsens
EXpity time SEHING vvvvvvrroeiiirneasensresreesssnsssnsensesassrsoses

Refreshing COMACTS uviviivre v v st eccrreer e s v e s erars b drnas sresoemmsastsnnaabes

The message tYPIIIZ s sirrsisssasemesensense

Message sending .o

Evaluation on the appliCatION. ..o iiceveseeerresseeiesiesss s estacsssossessensressmessssessssis
: Data Wipe Algorithm Evaluation Chatt..........ccuie..

Percentage of Responses on the algorithm evaluation..........c.......

.46
vonnee &7

.. 48
.49
e 49

e 50

51

52

w53




SSL

PGP
E2EE
TLS
SMTP
FTP

SSH
HTTP
ARPNET
UBOS

NITA-Uganda

0S
RFC
MUA
MTA
DNS.
LDA
P
DoD
ARPA
UDP

LIST OF ACRONYMS

Secure Socket Layer

Pretty Good Privacy

End to Enid Encryption

Transport Layer Security

Simple Mail Transfer Protocol

File Transfer Protocol

Secure Shell

Hyper Text Transfer Protocol

The Advanced Research Projects Agency Network
Uganda Bureau of Statistics

National Information Technology Authority-Uganda
Operating System

Request for Comments

Mail User Agent

Mail Transfer Agent

Domain Name System

Local Delivery Agent

Internet Protocol

Department of Defense
Advanced Research Projects Agency

User Datagram Protocol




ABSTRACT

Although email is a valuable tool, it creates security challenges when not properly managed. There
is a growing adoption of email as official form of communication in many organizations with,
majority of users on mobile android devices. Banks, health care and many other service providers
are corimunicating to their clients through email in which they:share sensitive and confidential
informiation. One major threat is that email users lack confidentiality on their emails accessed via
android mobile due to weaknesses of android OS platform that is easy to penetrate by hackers and
-android email client that presents a onetime login and password authentication can only be
required again.if the email account is deleted from the android mobile device. Tn this.study, we
designed an algorithm and implemented 61 an android application that allows an email sender to
compose an emadil and set the time the email will stay in the receiver inbox before it automatically
wipes off: The researcher prepared a questionnaire that was shared with the email users, the users
comprised of those with email technical background and those that are typical email users and we.
were able to get their opinion on the lack of confidentiality on the android mobile email. We also
engaged them in testing and evaluating of the algorithm where they were able to confirm that the
algotithm addresses the confidentiality threat on the android email clients. The algorithm has been
found to address the confidentiality challenge that android mobile platforms face and users
recommended it to be incerporated into email standard operation process to avoid old yet

confidential information from remaining in user inbox




CHAPTER ONE: INTRODUCTION

1.1, Background

Communication is the imparting or exchanging of information by speaking, writing, or using some
other medium {1j. Communications is a_means of sending or receiving information, such as
telephone lines or computers [2]. [1]. Communication is said to have occurred when one individual
action provide a signal that changes the-behavior if another individual [2]. Since the 1960s when
the g’lob_all_y interconnected computers were established, ARPNET then bécame the largest
op_eration'al network -on which several [3]. Internet and the many smaller networks that connect to
it have availed the several commuinication technologies to the people such as electronic mail and
bulletin boards, téleconferencing, information ufilities, and the many others that they offer [3].
Unlike the telephone, radio, and television, computer networks are used for both ‘point-to-point.
and broadcast communications [3]. Electronic mail tends to be used for person-io-person
communication; that is to say, messages are sent to-specified individual recipients although they
‘can-also be readily sent to groups.of recipiernts. Elecironic bulletin boards are used to post niessages

that cari be read by anyone who has access to the boards on which they are posted [3].

Internet has penetrated up to 54.4% of the world with Africa at 35.2% and UBOS putting the rate
of internet penetration in Uganda at 34.6% [4] , the statistics indicate growth in the use of internet
based services [5]. Email-is a means of communication and is an internet service with a rise in its
adoption, Forbes published that the email penetration is hitting 62% and that majority of users are
accessing via smart phones due to their r.e’liabi‘lity and young people are using emails more that the
elders. Accoiding to NITA-Uganda, 96.1% of ministries, departments and agencies give email
addresses to their employees with 94.6% using email for official communication and 62.9%
enforcing email use, This statistic also shows that there is need to address security issues around
emails a5 the email usage is becoming high. With the increased adoption rate of the énail use,
there is a growing concern of privacy and confidentiality of email especially, considering the way
smartphonés provide access to -emails demonstrates high dependency on the. secutity of the
platform (OS) which is easy to compromised due to the human social nature of sharing phones and

other known platform (OS) weaknesses. It is known that, majority of users accessing. their email
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