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ABSTRA.CT

Theftofautomobile is on the rise worldwide. Ways to efficiently combat car theft and ignition

system hotwiring needto be 'developed. 'This, paper presents the deployment of RFII) technology

for automatic automobile access and vehicle ignition using fingerprint sensor. The proposed
system uses high frequency (HF) RFID readers and tags to enable, a more secure way .of

accessing an aurornobile's ignition system. The proposed smart ignition key uses an eight (8) pin

code technique that enables the entrance into the vehicle to be accessed after RFIO

authentication. ',This is a 'unique security feature that prevent!'? vehicle theft and hotwiring. This

system is also developed to centro the' ignition of the vehicle through the fingerprint scanner.

This system consists of GSM SfM 900 that connects to the Arduino which is the microcontroller

of the, project. To. make sure 'the system, is secure, only authorized fingerprint is paired' with the

Arduino to start the iguition, Vehicles ignite when, the enrolled flngerprint.is matched against the

fingerprints in the database while users-with no .match in tile database are prevent from igniting

the. vehicle. A theft alarm from buzzer, a notification to the owner's mobile phone via G8M SIM

9.00 and status display in the LCD are the appropriate signal to the owner. This article describes

briefly indetail about.the design and implementation of the ignition system.

Keywords. vehicle ignition, Arduino, GSM, fingerprint, RFID tag, RFID reader, Access,

hotwiring, vehicle, Security .

."".,



DECLARATION

1, OKAO BRIAN hereby declare this project report is my original work with exceptions of

where citations have been made and this paper has not been presented to any institution of higher

learning for the award of academic paper.

SIGN: ~ DATE: ..fP.":IR~/7..P.kk. .
NAME: ..Q./5/!I.Q .I!!YIJN. REGISTRATION NUMBER: .p.J!.jt.!.(7./l:-p./r //16

Bachelor of computer engineering

Department of computer and electrical engineering

Busitema university.



This is to certify that the project "reportentitled "Automated vehicle ignition using. fingerprint

and. ~FnJ smart card-for access" has' been-under my supervision and has been submitted to the
board of examiners w.ith myapproval.

SlGN: ; ~ , .

DATE: ; ~ ~ .

Associate .Prof. SSEMWOGERE.RE TW A1BU

Bachelor of computer engineering

Department ofcomputer and electrical engineering

Busiiema university.



ACKNOWLEDGEMENT

I greatly thank the Almighty God because it would not have been possible without him. I

appreciate the efforts of my supervisor, Associate Prof, Ssemwogerere Twaibu for his

unwavering support and effort to see 10 it that. th is -project is a success:

J appreciate the efforts of my parerits and my siblings who' have been, there for me during my

entire academic journeyto thisvery point.

I cannot forget the role played by my Course mates on this, journey especially, Mayito Ismail,

Aka) Joseph, Omara Jonathan, Samulah Mwesigye, Okia Ezekiel and 1 pray that the Almighty

Goo may reward them.

iv



TABLE OF CONtENTS

A'B'S'TRACT •.........,..;; ; , , , , ~ i

DECt,ARA TION , : ......•...,_. , ii

APPROVf.\L ;.· r , •••••••• .: : ~., iii'

A·CKN·OWLEDGE·rvlENT .., ~ ; , s .iv

~rABLE OF CONTENTS ., ,.; ; ~ v'

TABLE OF FIO·U.R£S ; ~ : ~ ·.· , :..i:· , vii'

~IST OF ACRON'y'MS , , :; , viii

cHAPTER ONE: I.NTROD:t)CTION ;;;; , , ; ]

1.0 INTROpaCTJ.ON ,:: ,..:., ; ; : 1

1,,1'Background .: ; ; ; ; :; : I

] .2 Problem statement ; :, " ~ , :2
1.3 Objectives. ; .-..:'; : , : , 3

1..3-.1 Main objective. , ~ , , : $

1.3::2 Specific objectives , ~ , : ; ~ ! 3

1.4 Significance ; ~., , : ; ~ , ?
1..5 Justification ..:..;.~ , " .•., : 3

1:.6 Scope ..~ , ,..; , < ; , , 4

1.6.1 l'echojcal scope :~, _. ; ·: ;.< , 4

1.:6.2 time scope ,._. ; ;0 , , , ; , ••• : 4

CHAPTER TWO; LJTERATUREREVIEW , , , : , '5

2.0 Introduction ; r , ; , , i ·•.••; 5'

.4. J Key tenus and definitions: ~ 5

2.J.-1 Vehicle ignition ; · , 5'

'2.2:2' Fingerprint.Module{R305) " ;· -...•, ~5

2.2.3. RFID Reader Module (EM-] 8) , , ;.; '6

2..2.4Microcoritroller Module · , :., 7

2.3. Existing systems (Technical Analysis of'Existing system) , , 8

2.3.1Mobil.e phone.car ignition. system using Embedded Blue 506. Bluetcothtechnolegy 8
2.3.2 Alcohol sensor-based cost-effective, simple car ignition controller, :.., ·:8



i<

.2.3.3 Push button.car ignition , · 8

23.4 Car ignition access control system based oil face recognition technique 9

CHAPTER THREE: METHODOLOGY ~~..; ,., e •• ~ , 11

3.;0 M.ET.H.O·DOLO.<3Y , , ,.. , 1.1

3.i REQDlREMENTS GATHERlNG ;..: : , : ;.· ,..: : 1J

3.1..1 Relevance of these Methods/Procedures , , ~ II

3.2"OA T A ANA,L YS IS. , r " ; 12

3.2.1 FUNC'flONALREQUIREMENTS . : ; : 12

3.2.2 NON-FUNCTIONAL REQUIREMENTS , , 12

3.3 SYS'r~M D·ESrGN~ , , 12-

3,3,.'1 BLOCK .DIAGRAM· OF THE. SYSTEM ; : ; ' 13

3.3'2 Circuit diagram of Fingerprint for vehicle ignition.and RFID caret, Based foraccess ]3-

3..4.0 SYSTeM DEVELOPMENT , , ; 15'

3.4.1 'fEST1NG · ·.. : ; : , , ,•.; l6.

3.4.1.1 V.NIT TEST.lNG , , , " , .16·
3.4. i.2 INTEG.RA 1'10N TESTING, · , ; ,..: ,; 17

3.4.1 :3 SYSTBM TESTING , ; : ; .: ,., 17

3.4.1.4 VAJ",IDATlON 17

CHAPTER FOUR: SYSTEMANALYSIS AND.,DESldN , ; ,.. 18

4.0 Introduction ; ; ;.: , ; ~.~..; r ~ J 8.

4. .1 Functional Analysis , 18

4.2. Requirement Analysis , ; ; 18

4.2.1 ..Functional Requirements : i:" :..: ,.. ; ;; ,.:.~.:., ~ ! 18.

.4.2..2 Non-Functional Requirements , , w 18

4.3 Data flow model ; , , 19

4.4.··Syste.m operation flow ~ , , , ; :..-; ~20

4.5· Code Design : , : :..,' 23

A.5'.·l Ignition system code , ; 23.

CJ:{APTER FIVE: orscussro» AND REC'OMMliNDATIONS ; , · 29

5'.0 INTRODUC·TfON ; , :., : : :, :.: , e 29

5.1 Summary qfW(':)r.k DOIlC , , 29

5.2 Critical Analysis /Appraisai of the work : , ;.; 29

vi



5:3 Recommendatlons ; ; ·.,: ;.:..: , r 2·9

5.4 Conclusion , , ; i · ·.,., 29·

REFERENCES ~ , ~ , , ;.; ;.. ; 3'0

"TABLE OJ? FIGURES
Figure.): Fingerprint Module (R3()5)· ; : , ~ , ; 6

Figure,2: RFID tag : , , '7

Figure 3: SYSTEM BLOCK DIAQRAM., ,..e -13

Figure 4: Circuit diagram of Fingerprint and RFID.ca't'd BasedVehicle Ignition System 13

Figure S': Enr9H finger-for the' first time ..:.., : ; : 16

Figure 6: The connection of LeD, wifi Module, relay, ..fingerprint and.a push button on the
'. . , '

Arduino Uno 'board : :., ; : , :.. J 7

Figure 7: Final output when the' ali thori zed user is detected , 17

Figure 8: Flow chart for unlocking the door, Figure ·9:Car ignition flow chart : ; ~ 19

Figure 10: System operation flow , : ~ ;..;.: v-:~, ••.• : i 20

Figure 11-:Arduino Nano.». ~ ., ; 20

Figure: 1"2:RFU) card reader :: ~ , ; : , ;..;, ;.., ,. 2.1

Figure 13': ATm..ega328 · ·.., ~ , , 2 r

FigureId: LCD., : · ;· ·: , 22

'Figu're:JS: Servo.motor : ; j , r-r ,~, ,' ,.;. 2.;1

F.igurc 16: Buzzer r ~ ; 22.

~.:



/
/

RFID

TD

OBD

LCD

iDE

pee

css

GSM

HTML

le

RF

ID

USB

HF

L.F

LED

.LIST OF ,AC~ONY1ViS

Radio Frequency Identification

Identity

on-Board diagnostics

Liquid Crystal Display

Integrated Development Environment

Printed CircuitBoard

Cascading Stylesheet

Global Systems for Mobile Communication

.Hyper Text Markup Language

Integrated Circuit

Radio Frequency

Identification. . . ...

Universal Serial Bus

High Frequency

Light Emitting Diode

viii



CHAPTER ON.E.: INTRODUCTION

1..0 INTRODUCTION:.

This chapter includes the baekground.jhe problem statement, the objectives, the justification and the

scope,

1.1 Background

RFID is a word devised fOf .short distance radio technology. used to transmit, and" receive digital data,

usually bet we.en a. fixed setting and a flexible entity or between flexible entities. Irrespective of our
apprehension, Radio. Frequency Identification (RFID) is a fundamental -aspect of modem technology

that is inevitable, It has found use in payment systems, traffic management; access control, controlled

parking? security, and record keeping. RFID technology- has been in existence-for a long time. It was

discovered.by some people as far back as the 1940s. The technology became quite popular in the. 1970"s

and mass production "Of RF.ID based devices began in 1999. RFID devices have three fundamental

components and they are; antenna, tag, and reader [l]. RFID is one of various technologies categorized

under the term Automatic Identification. Others include barcode, magnetic inks, optical character

recognition and voice. recognition. Automatic identification is an electronic method .of keeping, track of
materials, partioqlarly' in largeproduction systems [2.].A keyless ignition system (also knownas "Smart

i(ey") is 811 electronic access and authorization technique for starting the engines of motor vehicles,

Siemens developed the ·first ever smart key in 1995··which was later introduced by Mercedes-Benz under

the name "keyless Go't.in 1998. A key fob (a little security device. with built-in authentication capability)

provides keyless entry" keyless ignition and an immobilizer system that keeps. car thieves from stealing

vehicles [3]. The increase in .automobi le theft has Ied to the introduction of RFID security framework in

new vehicles ·by· various immobilizer manufacturers.

Fingerprint recognition technoiogy allows access to. only those whose-fingerprints are pre-stored in, the.. . .

memory. Stored fingerprints ate retained in the .event of complete power .failure or battery drain. This.
.eliminates the need for-keeping track of keys or-remembering a combination password, or PIN. It dan

only be opened when ,all authorized user is present, .sinoe there are no. keys Qrcombinations to. be copied

or stolen, or 10~ that can be picked. The fingerprint-based lock therefore providesa wonderfulsolution

to conventionally encountered incon veni ences. This project focuses on the use of RFID card to. unlock.

locks arid fingerprints to ignite the engine, as opposed to. the established method. of using keys [4J

The designed RHD security framework and use of fingerprints delivers vehicle protection against car

thieves and invalid driver' s by using a smartcard with an RFID transponder. ~rhe smart card has a RFID
1
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