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ABSTRACT   

Fuel theft in vehicles is a persistent challenge that leads to significant operational losses, 

especially in fleet management. This project presents a Real-Time Fuel Theft Detection and 

Alert System for Vehicles, designed to detect suspicious fuel activity using sensor-based 

monitoring and real-time data storing. The system employs ultrasonic sensors to measure fuel 

levels in both the main tank and reserve tank, interfaced with an Arduino Uno microcontroller 

for continuous data collection. A Wi-Fi module transmits sensor data to a remote server via an 

API, enabling real-time monitoring. On the backend, PHP and MySQL manage data storage 

and processing, while the frontend dashboard developed using HTML, CSS, JavaScript, and 

Bootstrap displays live fuel metrics and triggers alerts based on defined theft detection 

algorithms. These include conditions such as fuel being removed from the reserve tank while 

the main tank is not empty, or when the quantity withdrawn from reserve tank exceeds the 

amount added to the main tank. A grace period mechanism is also implemented to reduce false 

alerts during normal fuel transfers. Upon detecting theft, the system triggers real-time alerts for 

immediate response. This solution enhances fuel security, accountability, and operational 

efficiency in vehicle fuel management.  



vi   

   

LIST OF ACRONYMS 

   

IDE                               Integrated Development Environment 

IoT                                Internet of Things 

API                                Application Programming Interface 

LCD                              Liquid Crystal Display 

Wi-Fi                            Wireless Fidelity 

PCB  Printed circuit board 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



vii  

   

LIST OF TABLES   

 

Table 1 Showing Existing systems .............................................................................................. 8 

 

   

   

   

   

   

 

 

 

 

 

 

 

 

   

   

   

   

   

 



viii   

   

LIST OF FIGURES 

   

Figure 3.1 structure of Arduino Uno ......................................................................................... 10 

Figure 3.2showing hardware tools used .................................................................................... 11 

Figure 3.3 showing system block diagram ................................................................................ 12 

Figure 4.4 showing logic design of the system ......................................................................... 15 

Figure 4.5Showing physical design of the system .................................................................... 16 

Figure 5.6 showing unit testing ................................................................................................. 18 

Figure 5.7showing system testing, verification and validation ................................................. 19 

 

   

   

   

   

   

   

 

 

 

 

 

 

 

 

 



ix  

   

 

TABLE OF CONTENTS   

 
1. DECLARATION .............................................................................................................. i 

2. APPROVAL..................................................................................................................... ii 

3. DEDICATION ................................................................................................................ iii 

4. ACKNOWLEDGEMENT.............................................................................................. iv 

5. ABSTRACT .................................................................................................................... v 

6. LIST OF ACRONYMS .................................................................................................. vi 

7. LIST OF TABLES ......................................................................................................... vii 

8. LIST OF FIGURES ...................................................................................................... viii 

9. TABLE OF CONTENTS................................................................................................ ix 

10. CHAPTER ONE: INTRODUCTION ............................................................................. 1 

1.1 Background........................................................................................................................ 1 

1.2 Problem statement ............................................................................................................. 2 

1.3 Objectives .......................................................................................................................... 3 

1.3.1 Main objective ............................................................................................................ 3 

1.3.2 Specific objectives...................................................................................................... 3 

1.4 Significance ....................................................................................................................... 3 

1.5 Scope ................................................................................................................................. 3 

1.5.1 Technical scope........................................................................................................... 3 

1.5.2 Geographical scope .................................................................................................... 3 

1.5.3 Time scope .................................................................................................................. 4 

11. CHAPTER TWO: LITERATURE REVIEW .................................................................. 4 

2.1 Introduction ....................................................................................................................... 4 



x   

   

2.2 Main concepts of the project ............................................................................................. 4 

2.2.1 Fuel ............................................................................................................................. 4 

2.2.2 Fuel theft..................................................................................................................... 4 

2.2.3 Gasoline ...................................................................................................................... 4 

2.2.4 Detection..................................................................................................................... 4 

2.2.5 Commercial vehicle.................................................................................................... 5 

2.2.6 Remote monitoring ..................................................................................................... 5 

2.3 Related Systems................................................................................................................. 5 

2.3.1 Traditional Fuel Monitoring Systems ......................................................................... 5 

2.5 The developed System....................................................................................................... 8 

12. CHAPTER THREE: METHODOLOGY ........................................................................ 9 

3.1 Introduction ....................................................................................................................... 9 

3.2 Requirements Elicitation ................................................................................................... 9 

3.2.1 Literature Review ....................................................................................................... 9 

3.2.2 Consultations ............................................................................................................ 10 

3.3 System design .................................................................................................................. 10 

3.3.1 Hardware Tools......................................................................................................... 10 

3.3.3 System Block Diagram ............................................................................................. 12 

13. CHAPTER FOUR: SYSTEM ANALYSIS AND DESIGN .......................................... 13 

4.1 Introduction ..................................................................................................................... 13 

4.2 Functional Analysis ......................................................................................................... 13 

4.3 Requirements Analysis .................................................................................................... 13 

4.3.1 Functional Requirements .......................................................................................... 13 

4.3.2 Non-Functional Requirements.................................................................................. 14 

4.4 System Design ................................................................................................................. 15 



xi  

   

4.4.1 Logical Design.......................................................................................................... 15 

4.4.2 Physical Design ........................................................................................................ 16 

14. CHAPTER FIVE: IMPLEMENTATION AND TESTING ........................................... 17 

5.1 Introduction ..................................................................................................................... 17 

5.2 Development platforms ................................................................................................... 17 

5.2.1 Arduino IDE ............................................................................................................. 17 

5.2.2 Proteus Design Suite................................................................................................. 17 

5.3 Code Designs ................................................................................................................... 17 

5.4 Testing ............................................................................................................................. 17 

5.4.1 Unit Testing .............................................................................................................. 18 

5.4.2 Integration Testing .................................................................................................... 18 

5.4.3 System Testing.......................................................................................................... 18 

5.4.4 System Verification................................................................................................... 18 

5.4.5 System Validation ..................................................................................................... 18 

15. CHAPTER SIX: DISCUSSIONS AND RECOMMENDATIONS ............................... 20 

6.1 Introduction ..................................................................................................................... 20 

6.2 Summary Critical Analysis of work done ....................................................................... 20 

6.3 Challenges ....................................................................................................................... 21 

6.4 Recommendations ........................................................................................................... 21 

6.5 Conclusion ....................................................................................................................... 22 

16. REFERENCES .............................................................................................................. 23 

17. APPENDICES ............................................................................................................... 25 

Appendix A: Circuit diagram ................................................................................................ 25 

Appendix B: Physical design................................................................................................. 26 

Appendix C: Project code...................................................................................................... 26 



xii   

   

Appendix D: Dashboard of the web App .............................................................................. 34 

Appendix E: Live fuel metrics and alerts displayed on the dashboard  ................................. 34 

Appendix F: Questionnaire for Fleet Managers .................................................................... 35 

 

 

      

   

  

  

  

      



23   

   

REFERENCES   

   

[1] VENKATESHA, “FUEL THEFT DETECTION SYSTEM,” SIVA SURYA A, vol.  

Volume 9, no. Issue 5, May 2022.  

[2] Shivam Roy and Shreyans Patel, “Fuel Theft Alert and Monitoring System,” 

International Journal of Engineering Research & Technology (IJERT), vol. Vol. 8, no. 

Issue 07, pp. 1–4, Jul. 2019.  

[3] Prof. A. Kadu, “IOT Based Fuel Theft Monitoring System,” Int J Res Appl Sci Eng 

Technol, vol. 11, no. 11, pp. 1097–1102, Nov. 2023, doi: 10.22214/ijraset.2023.56671.  

[4] Bridgestone Mobility Solutions B.V, “Fleet Fuel Management | Your complete guide,” 

Webfleet.  

[5] J. J. A. G. G. X. (. P. W. Andreas Jentzsch, “The Future of Commercial Vehicles,” BCG.  

[6] D. SUR, J. Firdaus, R. Dutta, A. Purohit, D. Mitra, and K. Majumder, “IoT based fuel 

level monitoring and fuel theft detection system,” pp. 1–4, Feb. 2020, doi: 

10.36375/prepare_u.a87.  

[7] The Independent Uganda, “Police officers in Kikuube under investigation over fuel  

theft.”  

[8] Toppr-guides, “Fuel Meaning & Definition - Types of fuel, fuel efficiency,” Toppr.  

[9] Wilmar, “What is Fuel Theft, and How can it be Prevented,” Wilmar, Inc.  

[10] P. Gordon and H. W. Richardson, “Gasoline Consumption and Cities: A Reply,” Journal 

of the American Planning Association, vol. 55, no. 3, pp. 342–346, Sep. 1989, doi: 

10.1080/01944368908975421.  

[11] K. Komal D/o Shoukat Ali, B. Arif Ali, V. O. Mihalca, and Țarcă Radu Cătălin, 

“Automatic fuel tank monitoring, tracking &amp; theft detection system,” MATEC Web 

of Conferences, vol. 184, p. 02011, Jul. 2018, doi: 10.1051/matecconf/201818402011.  

[12] Wikipedia contributors, “Commercial vehicle,” Wikipedia .  



24   

   

[13] Anthony Moffa, “ Blogs /What Is IoT Remote Monitoring? How Does It Work?/ What 

Is IoT Remote Monitoring? How Does It Work?,” PTC.  

[14] M. Saravanan, T. K. Priya, S. R. Lavanya, and P. Karthikeyan, “Fuel level indicator for 

petrol bunk storage tanks/oil industries,” Int. Res. J. Eng. Technol.(IRJET), vol. 5, no. 

10, pp. 2356–2395, 2018.  

[15] Vijayakumar P and Pratik Patwari, “IoT Based Smart Fuel Monitoring System,” 

International Journal of Recent Technology and Engineering, vol. Volume-8, no. Issue2, 

Jul. 2019.  

[16] Vinay Divakar, “Fuel Gauge Sensing Technologies for Automotive  Applications,” 

International Journal of Advanced Research in Computer  Engineering & Technology 

(IJARCET), vol. Vol. 3, no. Issue 1, pp. 40–42, Jan. 2014.  

[17] ThinkLP, “Fuel Theft: 10 Effective Strategies To Stop and Combat fuel Thieves - 

ThinkLP,” ThinkLP.  

[1] M. a. K. S. Saini, "Gsm based fuel theft detection," 2021 1st International Conference on 

Power Electronics and Energy (ICPEE), pp. pages={1--6}, 2021.   

[2] A. a. S. Madhavan, "Detecting Fuel Theft with Arduino," 2024 Second International 

Conference on Emerging Trends in Information Technology and Engineering (ICETITE), 

pp. 1--6, 2024.   

  

  

  

  

  

   

   

   


