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Abstract

Universities in Eastern Uganda increasingly rely on digital systems for teaching, learning, and
administration, yet they face persistent cyber threats such as phishing, malware, and application-level
attacks. These challenges are intensified by limited computational resources, weak network infrastructure,
insufficient funding, and shortages of skilled IT personnel. Most existing intrusion detection and response

systems (IDS) are highly complex and resource-intensive, making them impractical for these institutions.

This study addressed that gap by designing and testing a lightweight, rule-based cyber incident detection
and response algorithm specifically tailored for resource-constrained universities. These constraints
include limited budgets, aging servers and software, few qualified IT staff, and low-capacity,
intermittently reliable ISP connectivity typical of remote campuses, which together restrict deployment of
enterprise security solutions. A hybrid research approach combining qualitative and quantitative
techniques was employed, using Design Science Method (DSM) to guide the structured development,
demonstration, and evaluation of the algorithm. Data was gathered from five universities to establish
contextual threats and system constraints, while simulation experiments were conducted to evaluate the

algorithm’s effectiveness under realistic attack scenarios.

The resulting system was modular and adaptive, implemented with a PHP-MySQL backend and an
administrative dashboard for IT staff. It focused on detecting SQL injections, fake bots, and header
tampering, while a correlation engine linked events into multi-stage attack chains. Results demonstrated
detection accuracy above 92%, precision above 91%, and median response times below 100 ms, sustaining
up to 450 requests per second before degradation. Compared to Snort, the algorithm achieved higher

precision and lower resource use, though Snort maintained slightly higher recall.

This work demonstrates that lightweight, resource-efficient detection systems can significantly strengthen
cybersecurity in low-capacity university environments. It further extends the application of the Defense-
in-Depth model and Resource-Based View theory by aligning cybersecurity design with available

institutional capabilities and infrastructure limitations.



Declaration

I, Gerald Kisangala, declare that this master’s research proposal, titled "Development of an Algorithm for
Cyber Incident Analysis and Response: The Case of Universities in Eastern Uganda," is my original work.
It has not been submitted to any other institution for any academic award. Where the work of others has
been consulted or used, it has been properly acknowledged in accordance with the guidelines of Busitema

University.

Gerald Kisangala
BU/GS22/MCF/5 - 2200401961
SINATUTE: . ..vieie i

DAt oo s

II



Dedication

This work is dedicated to my family for their unwavering support, and to future young researchers in the

field of Computer Forensics who strive to advance knowledge and innovation.

III



Approval

v



Acknowledgement

I wish to express my profound gratitude to all those who supported and guided me throughout this research
journey. I am especially thankful to my study colleague, Ivan Bageya, as well as Ms. Rosemary Nalwanga

and Mr. Oboth Andrew Okoth, whose encouragement and companionship greatly sustained me.

I am deeply indebted to my supervisors, Assoc. Prof. Gilbert Gilibrays Ocen and Dr. Godfrey Odongtoo,
whose invaluable guidance, constructive insights, and unwavering commitment have shaped this work
from its inception to completion. Their mentorship has been a constant source of inspiration and

professional growth.



DoS:

RBV:

DiD:

DSM:

APTs:

LSTM:

IDPS:

SDN:

GRU:

VMs:

FGDs:

MMs:

VS:

UCSF:

CERT:

PHP:

REST:

API:

RDBMS:

IDS:

IT:

CIAR:

List of Abbreviations
Denial Of Services Attack
Man in the Middle
Resource-Based View
Defense-in-Depth
Design Science Methodology
Advanced Persistent Threats
Long Short-Term Memory
Intrusion Detection and Prevention System
Software Defined Networking
Gated Recurrent Units
Virtual Machines
Focus Discussion Groups
Virtual Machines
Visual Studio Code
The University of California, San Francisco
Computer Emergency Response Team
HyperText Processor
Relational State Transfer
Application Programming Interface
Relational Database Management Systems
Intrusion Detection System
Information Technology
Cyber Incident Analysis and Response

VI



Table 1.
Table 1.

Table 2.
Table 2.
Table 2.

Table 3.
Table 3.
Table 3.
Table 3.
Table 3.
Table 3.
Table 3.
Table 3.
Table 3.

Table 4.
Table 4.

Table 5.

List of Tables

1 - Operational DEfINItIONS ........cccvieruieeiieiieiie ettt ettt et e st eebeestte e b e e seaeebaesaaeenseenenas IX
2 - UnIversitieS Of COMTACT .....ccuiiitiiiiiiiieite ettt ettt ettt st e st eebeesaeeeneeens 4
1 - Current cyber threats faced by academic INStItULIONS.........cceeeviieriieiienieeiieeie e 10
2 - Existing cyber security frameworks and their [imitations............ccceeeevveercieeenciieeccee e, 12
3 - Comparison with the study's CONtrIbULION ........cccviieiiiieiiecieeee e 13
1 - HOW DSM guided deSIZN .....ooviiiiiiiiiieiiieiie ettt sttt st e 17
2 - UniversitieS OF COMEACE .......coouiiiiitiiiiiiertieie ettt ettt sttt ee bt e e seeesaeenneas 18
3 - ReSpondents DY UNTVETSILY .......cecvieriierieeriienieeriieeteerieeeteesteeeseesseesseesssessseesssesnsaessseesseessns 20
4 - Algorithm Performance MEtTICS . ........ooruiiiiiiiiiiiiieiieee ettt et 23
5 - Security EvValuation IMELIICS .....cc.eeouiriiriiiriiriinieeieniest ettt sttt s 24
6 - Thematic / Content Analysis of Qualitative data ...........ccccecveriiiiriiiniininicnceccecee 25
7 - Cybersecurity themes and related MEtriCS .......oovuvieiieriiiiiieiieeie et 26
8 - Simulation environmMeENtal SELUP ........cccuerrrierieeiiierieiiierte et esee e et e ebeeseeeseeseseesseessseensaens 27
9 - Data Model deSCTIPHION ......eeiviieeiieeeieeecieeeeieeeeteeesiteeeiaeeeseaeesbeeessaeessseeessseeesssesasseeennseeans 35
1 - Resource Utilization TESULLS. .......coouiiiuiiiiiiieiieeeee et 50
2 - Comparative benchmarking...........cccceeiiiiiiiiiiiiiiiie e 51
1 - Summary of conclusions, limitations and recommendations ...........ccceeeevveeriiveenieeencieeenneenns 56

Vil



Figure 1.

Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.

Figure 4.
Figure 4.
Figure 4.
Figure 4.
Figure 4.
Figure 4.
Figure 4.
Figure 4.
Figure 4.

List of Figures

1 Conceptual framEWOTK .........cocuiiiiiiiiiiiieiee ettt 6
1 DeSiZN SCIENCE OVETVIEW....cuviiuiieeiiieiieeiieeiieeteesitesteeteeebeesseesseeseesseesseesseessseasseesseesnseens 16
2 - Geographical locations of the Universities of Contact. ............ccevvveeviiervieiienieeiienieeiene 19
3 - Algorithms Internal ArChItECTUIE .........eiviviiieiiieciee et e 29
4 - AlZOTIERIM S USE CASE ...uvvieriiieeiiieeetieeeieeeeteeesteeestteeetaeeeseeesssaeessseeessseeessseeessseeensseesnnseennnns 30
5 - Context diagram of the Cyber Incident Analysis and Response Algorithm ....................... 31
6 - Level 1 Data FIOW DIagrami........c.ccccveeiieiiiiiiieiieeieeiie ettt 32
7 - Level 2 Data FIOW DIagrami........c.ccccveeiiiiiieiiieiieeieeeecie ettt et eve e ssne e ene 33
8 - Level 3 Data FIoW DiIagram .........cccceeiuiiiiiiiiiiiieiietee et 34
9 - CIAR Algorithm’s Database Schema Mysql EXtract...........cccccoviiniiiiniininninicnieicneene, 35
10 - CIAR Logical Database SChema............cccueeiieiieiiieiieeiierie ettt sae e 36
11 - Event Injection PSEUAOCOAE .........cooviiiiiiiiiiiieiiecie ettt 37
12 - Rule Engine PSEUAOCOAE........ccouuiiiiiiieiiieiie et 38
13 - Correlation & Response Engine Pseudocode...........coccoveviriiniiniiiiinicnininiceciceeene, 38
1 Respondents DY ROIE ......co.oiiiiiiiiiie et 44
2 - ReSpondents BY UNIVETSILY ......eerieriiieriiiiiieiiie ettt ettt et siee ettt et sate et e eeeeeeesaee e 44
3 - Awareness of Cybersecurity RISKS........ccoiiieiiieriiieiiiiecccce e e 45
3 - Awareness of Cybersecurity RISKS........ccovieeiiiieriiieiiieceiecce e e 45
4 - Most Frequently Observed Cyber Threats ..........ccocueveeiiiiiiniiiinieniccnececcseeeeeeee e 45
5 - Effectiveness of current cybersecurity Mmeasures ...........ccceecueeeeruerrierieneenieneeneeneeneeneennens 46
6 - Existence of Cybersecurity Framework/Protocols..........cceevevieeriieiniieeniieeciie e 47
7 - CIAR Algorithm Dashboard ............cccuieiiiiiiiiienieeeecee e 48
8 - Confidence in the CIAR AIZOTTtRM ....cc.eoviiiiiiiiiiiiiiccee e 49

VIII



Term (s)

Operational Definitions

Definitions

Attack surface

Data breach

Multi-stage attack

The total number of attack-vectors an attacker can use to manipulate a network
or computer system or extract data.

Any security incident where sensitive, protected, or confidential data is accessed
or stolen by an unauthorized party

Multi-stage attack is a kind of sophisticated intrusion strategy that attackers use
for penetrating the well protected network infrastructures. It is a combination of

attack vectors or techniques to compromise a target network or application

Table 1. 1 - Operational Definitions
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