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ABSTRACr

Although email is avaluable tool, it creates security c]1all~nges·~h(m.1:1bt.prop~ily·managed. There

.is a growing adoption of email as official form or communication in many organizations with

majority of users on mo bile android devices ..Banks, health care and many other service providers

ate communicating to their clients through email in which they-share sensitive and confidential

information. One major threat is that email users laek-confidentiality on their emails accessed via

android mobile ..due to weaknesses of-android OS platformjhatis easy to penetrate by hackers and

android email client that presents a. onetime login and password authentication can only be

required again, If the email account is deleted from the android mobile device. In this.study, we

designed.an algorithm and implemented on an android. application that' allows. an email sender to
compose' an email and set the time. the email will stay inthe receiver inbox before It automatically

wipes off; Theresearcher prepared a questionnaire thatwas shared with the emailusers, the-users

'comprised' of those withemail technicalbackground and those-that are typical email users and we.

were.able to get their opinion on the lack of confidentiality on the android mobile email, We also

engaged them in testing and evaluating of the algorithm where they were ableto confirm that the

algorithm 'addresses the confidentiality threat on the android. email clients. TIle algorithm has been

found to address the confidentiality challenge that android .mobile. platforms face and users

recommended .it to be incorporated into email standard operation. process to avoid old yet

confidentialinformation from remaining' in user inbox



CHAPTER; ONE.: INTRODUCTION

1.1. Ba.C~gl'OUD9

Communicationis the imparting or exchanging ofinfotmationby speaking, writing, or using some

other medium [1]. Communications is a. means of sending or receiving information, such as

telephone.lines or computers [2J. [1}. Communication is said-to have-occurred when one individual

action providea signal that changes the behavior if another individual [2]. Since the 19608 when

the globally interconnected computers were established, ARPNET then became the largest

operational network on which several [3]. Internet.and the many. smaller networks that connect to

it have. availed the' several communicationtechnologies to the people such as electronic mail and

bulletin boards, teleconferencing, information utilities, .and the: many others that they offer [3].

Unlike the telephone, radio, and television, computer networks are used for both ·point-to:point.

and broadcast communications [3]. Electronic mail tends to. be used for. person-to-person

communication; that is to say.messages ate sentto specified individual recipients. although they

'can-also he readilysentto groups.of'recipients. Electronicbulletin boards are used.to postmessages
that canbe read by anyone who has access to the boards on which they are posted [3].

Internethaspenetrated up to 54A% of the world with Africa at J5.2% and UBOS putting the rate

of internet penetration.in Uganda at 34.6% [4].. the statistic's indicate growth in the use ofinternet

based services [5]. Bmail.is a means of communication and is an internet, service with a rise in its

adoption, Forbes published that the email penetration is hitting 62% .and that majority of users are

accessing via smart 'phones due to their reliability and young people are using emails more that the

elders; According to NITA-Uganda, 96.1 % of ministries, 'departments and agencies give email

addresses ~O.their employees with 94.6% using email for official communication and 62.9%

enforcing email use.This statistic aiso shows thatthere is need-to-address security issues around

emails l:l~.the ..email usage is becoming high, With the. increased adoption rate of the email use,
there is a groWiil~ concern of privacy and confidentiality of'email especially, considering the WaY

smartphones provide access to em ails demonstrates high dependency on the security of the

platform (OS) whichis easy to compromised due to the human social-nature of sharing phones and

other.known platform (OS) weaknesses. It is known that, 'maj01:ity of users accessing their email
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