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Abstract

Evidence relating to' computer crimes is far much different from that associated with the everyday

traditional. erimes. Unlike for digital.forensics, there are well 'established standards, procedures

and. models to which courts of law can refer to as. regards traditional crimes arid their acquisition

1hls thesis makes an original contribution in the field of digital forensics inU ganda, by developing

a process model-and matrix' for admissible live' digital evidence acquisition for Uganda. This js

intended for acquisition of'relevant and reliable live digital data by addressing the-practical steps

to be undertaken by investigators before the courts of law can admit such evidence.

The. methodology adopted. for this research-is design science en the basis that it is particularly'

suited to the-task of creating a' new ~rlifact. This was achieved by determining. the matrices for

admissibility of live digital evidence in Ugandan courts of law which help in attaining relevancy

and reliability and later admi ssibility. To do so ,.both a literature revi ew and .model assessment of

previous -,models and a descriptive field ·study using. questionnaires was carried out. All-this-helped

to identify .'·the major activities, steps, guiding principles and rules, potential sources of live

evidence and the major tools and methods used in Uganda.

The combination of these identified matrices from the results ofthe field studywereused to extend

the advanced: data acquisition model, which in end ted to the final stages of the admissible live

digital evidence.model for Uganda. Eventuallythe model was evaluated in a questionnaire.based

field study. and the results showed that at least. a good number thought the model was formally

represented and easy to use, the language used could be understood, rnodel is relevant, it can be

reverse engineered and the steps are direct, The feedback from these were taken into consideration

for the final. development oftheALDEM.

The final ALDEM consists of two major stages that is preparation and live acquisition stages,

these 'stages-are- 'eventually .summarized into nine' major objects and .all these ¥~ represented using

unified modeling language.

-.
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CHAPT;KR ONE: INTRODUCTION

1..1 INTRODUCTION

The chapter covers background to the study, problem statement, research objectives both major

and-specific ones, research questions, justification of the study, conceptual frame work, research

SG9pe.including process seope and geographical scope.

1.2.BACKGROUND

Bearing in mind fast advancements in inforrnatiorrtechnologyand rise in computerrelated crimes,

C9~1i-tSof law have been whelmed with a new.form of evidence [1]. This evidence has been.

necessitated by the digitization of all aspects of.life and this has.taken atoll evert on criminals who

use .this as :a vehicle [~]. 'With this evidence, a wide range of .reforms are 'Urgently needed,

unfortunately the tides .are not swinging 'in favor of those slow at adopting especially the- legal

professionals, this has been evident-in the courts of law which still grapplewith admissibility of
this. form of evidence' [3]., More pressing concerns even arise with the, volatile form of this

evidence.the one acquired live, this will hence be thecenter backinterest of this research. A "live"

acquisition is where data is: retrieved from a digital.device directly via .its normal interface; for

example switching a computer on:and running prog,~arhs 'from within. the operating system. This

has some lever of risk" 'as data is likely to 'be modified [2]. This process is rapidly becoming the.

more common approach-as disk drive capacities increase to the point where they' are impractical

to 'image and technology such as cloud computing, means that you cannot even access the hardware

'in many cases [4].

Now days.it is so becoming of.lawyers to be.requested evidence in electronic format [5} Since the.

average lawyer does not have-sufficient experience in collecting and analyzingelectronic data,

they can use the expertise.offorensic Investigators to ensure thatthey collect and authenticate; data

in a: forensically sound manner [6].

Incourts of law, the admissibility of evidence is geverned by both state and 'common laws [7J. AU

countries have. their own Evidence Acts supplemented by other forms oflaws such I1S computer

misuse ~rctforthe ease of. Uganda- 18]. These ho¥{¢ver are inadequate laws and most of which

cannot much the advanced cyber-crimes thathave evolved and taken toll 'in all aspects of.crimes

'brought before courts of law [9]: However, general principle adopted by majority courts of.law fOI

1
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