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ABSTRACT 

Over the years, the field of digital forensics has grown significantly, and courts have seen an 

increase in cases pertaining to it. In today's technologically advanced culture, the prevalence 

of computer/cyber-connected criminal attacks has increased the demand for digital evidence in 

court.  It is vital to successfully prosecute those who commit such crimes and hold them 

accountable.  Digital forensics is the procedure used to obtain the evidence presented in these 

court cases. 

The main aim of the research was to  design a framework for cybercrime digital evidence 

acquisition that would be adopted for use during the digital crime evidence acquisition process 

with the following specific objectives, i) to establish requirements for the framework adopted 

by private organizations and law enforcement agencies for Uganda in cybercrime evidence 

acquisition; ii) to develop a framework that adopts the use of digital evidence acquisition 

processes by computer forensics practitioners in Uganda; and iii) to evaluate the performance 

of the framework that adopts the use of digital evidence acquisition processes  by computer 

forensics practitioners in Uganda. Research results from the survey indicate that there is a need 

to establish requirements for the framework adopted by private organizations and law 

enforcement agencies in Uganda, and the results of the entire framework were tested and 

evaluated by the simulation using data and tools like Autopsy and FTK Imager. 

It was concluded that achieving proficiency in digital forensics involves a holistic 

understanding of evidence encounters, effective handling, and adept presentation for it to be 

admissible to courts of law. The dynamic nature of the field necessitates adaptability to 

emerging tools, techniques, and best practices. Also, continuous professional development and 

collaboration with legal experts are crucial for maintaining high standards in digital evidence 

analysis and its admissibility to the court. 
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CHAPTER ONE: INTRODUCTION 

1.0 Background of the study 

Information and communication technology (ICT) is a broad word that encompasses all 

advanced computer-based technologies for managing and transferring information, according 

to [1]. ICT is a broad term that encompasses all forms of communication, such as 

videoconferencing and distance learning, as well as the associated services and technologies, 

such as radio, television, cellular phones, computer and network hardware, and satellite 

systems.  This increased reliance on and usage of ICT opens up new opportunities for criminals 

and other bad actors to target ICT and or use it to perpetrate crimes.  

Technology improvements are causing firms to swiftly evolve regardless of industry vertical. 

Industry 4.0 refers to this stage. With Industry 4.0, businesses are attempting to use information 

technology to boost production and profitability [3]. Companies are now required to display 

their presence on social media due to the rise in its use [2]. This has improved efficiency and 

streamlined operations but has also broadened the attack surface. An organization's 

vulnerability to outside attacks due to advances in information technology and an increase in 

computer-related crimes has given rise to new types of digital evidence known as an attack 

surface. Given the damage, various reforms are urgently required, and delayed adoption is 

preferred. 

Digital forensics is crucial for incident response and compliance audits in a business setting. 

The investigators establish the security criteria rather than employing them directly [4]. The 

responsibility of a good business suggests assembling verifiable proof and defining the 

perimeters of a scene's security. Computer crime scenes can be controlled and serve as 

secondary sources of evidence [1]. Thanks to a fingerprint scan of the keyboards, the 

accessories offer palpable evidence. The study applies to crime scenes that unintentionally or 

intentionally change their environment.  Consider, for instance, that you are a digital 

investigator for a local police force. One of the nearby schools is the target of a bomb threat 

that your department manager gets via anonymous email. In [5] since the anonymous email 

was sent from a home in the school's area, you are instructed to conduct the investigation with 

the help of information from a subpoena about the last known ISP where the message 

originated. To ensure the preservation of computer evidence when the warrant is executed, 

investigators create a list of components that must be included in an initial-reaction field kit in 

response to the victim. 
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